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FEDERAL TRADE COMMISSION CRACKS DOWN ON WEBSITES
ILLEGALLY COLLECTING CHILDREN’S PERSONAL DATA

The Federal Trade Commission (FTC) is vigorously
enforcing children’s privacy laws by imposing hefty
fines on website operators who knowingly collect
personal information about children younger than 13
without obtaining parental consent, as required by the
Children’s Online Privacy Protection Act (COPPA).
Website operators who knowingly collect personal
information from children, or otherwise operate websites
directed at children which collect personal information,
should seek counsel on how to become legally COPPA-
compliant and avoid exposure to enforcement actions
and steep civil penalties.

To draw attention to the issue of children’s privacy, the
FTC is prioritizing enforcement of COPPA violations
and making an example of website operators who fail to
comply with applicable privacy laws. On October 4, the
FTC announced a $1 million civil penalty against Artist
Arena, the operator of fan websites for teen stars
including Justin Bieber and Selena Gomez, as part of a
comprehensive settlement for COPPA violations. Like
many websites that offer personalization, commenting
functions or interactive user communities, Artist Arena
allows users of its fan websites to register personal user
accounts, create profiles and interact with other fans. The
FTC alleged that Artist Arena allowed children younger
than 13 to register with their sites by providing personal
information such as full name, email address, cell phone
number, country of residence and birthdate — information
which is protected under COPPA. According to the
FTC’s complaint, filed in the Southern District of New
York, Artist Arena registered over 25,000 users who
indicated during the registration process that they were
younger than 13, and collected and stored the personal
information of almost 75,000 additional children who
started but did not complete the registration process. In
many cases, Artist Arena sent emails to parents notifying
them that their children had registered for user accounts,

but Artist Arena did not obtain parental consent or
provide disclosure about its information collection and
use practices as required under COPPA.

Under COPPA, commercial websites with actual
knowledge that they are collecting names, birth dates and
other personally identifiable information from children
younger than 13 must (1) provide parents or legal
guardians with a direct notice of their information
collection and privacy practices and (2) obtain verifiable
parental consent prior to collecting, using or disclosing
this personally identifiable information. The FTC’s
action against Artist Arena indicates that the FTC is
making COPPA compliance an enforcement priority.
Notably, from the FTC’s complaint it is clear that Artist
Arena did take nominal steps to become COPPA-
compliant, which were not enough to avoid a hefty civil
penalty. Website operators who are unsure if their site is
“directed at children” or otherwise subject to COPPA
should seek legal counsel on structuring their user
registration process, terms of use, privacy policy and
information collection practices, to avoid the risk of
similar FTC enforcement actions.
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Our Digital Media practice regularly tracks developments in
federal and state privacy laws, enforcement actions and
litigations and counsels clients on the implications of these
developments on their promotional practices, data collection
policies, business operations and opportunities for growth. For
more information on the content of this alert, please contact
Robert deBrauwere and Jeffrey Johnson.
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